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#Summary

This project is built upon the previous lab and creates a swarm to connect at most
three ESP32's and a Raspberry Pi (as a data logger). The RPi will have a button and
four LEDs (Red, Green, Yellow, White). The ESP will have an analog light sensor
(photoresistor in the package).

The following links show the reference code for lightswarm logic.

e ESP 8266 LightSwarm.ino Download LightSwarm.ino(obtained from Prof.
Shovic's github)

e Raspberry Pi LightSwarm.py Download LightSwarm.py(obtained from Prof.
Shovic's github)

o Python 3 version: github.com/switchdoclabs/SDL_Pi_LightSwarmLinks to an
external site.

Each of the three ESP32's in the swarm is identical. There are no software

differences and no hardware differences. They can communicate with each other

by broadcasting messages to exchange sensor readings. One of them, the ESP32

with the highest reading, will become the "Master" and will forward the readings to

the RPi for data logging.

*] teared down the legacy code and fit it into FreeRTOS architecture.

(key words: ESP32, Raspberry Pi 5, UDP, Photocell Sensor, GPIO, FreeRTOS, threading)


https://canvas.eee.uci.edu/courses/74175/files/32519698?wrap=1
https://canvas.eee.uci.edu/courses/74175/files/32519698/download?download_frd=1
https://canvas.eee.uci.edu/courses/74175/files/32519724?wrap=1
https://canvas.eee.uci.edu/courses/74175/files/32519724/download?download_frd=1
http://github.com/switchdoclabs/SDL_Pi_LightSwarm
http://github.com/switchdoclabs/SDL_Pi_LightSwarm
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#Components used

1. Photocell with a 10k pull-down resistor.

2. External LEDs. Need resistors (330 Ohm).

3. A button. Need a pull-down resistor (10k Ohm), digital input and with

interrupt mode set to that pin.

#Pin Definition for ESP32

Pin Name Definition Usage and comments

LED_BUILTIN GPIO 2 Built in onboard LED (fixed)
PHOTO_CELL GPIO 34 ADC Sampling pin for Photocell sensor

Table.1 Pin Definition

GPIO34
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Fig.1 Schematics
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#Pin Definition for Raspberry Pi

Pin Name Definition Usage and comments
LED R GPIO 26 Pin for Red External LED
LED Y GPIO 13 Pin for Red External YELLOW
LED G GPIO 6 Pin for Red External GREEN
LED W GPIO 5 Pin for Red External WHITE
BTN GPIO 16 Pin for External Push Button

Table.2 Pin Definition
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Fig.2 Schematics




#Overall Flow-chart
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] System Init

System Initial

#ESP32

LED_BUILTIN:LOW
PHOTO_SNS: FALSE
\WiFi:Connect .,))
UDP:Broadcast Mode

UDP.Receive(Broadcast)

PHOVToisNS : Sense(1000)
LED_BUILTIN: Taggle(

[#ESP32

ITAG:Slave

PHOTO_SNS : Sense(1000)

LED_BUILTIN: Toggle( )

MovAvg(5000)
-)))

UDP.Send(Broadcast, 2000) //TAG as Slave

UDP.Receive(Broadcast)
(
HESP32 HESP32
TAG:Slave TAG:Master

PHOTO_SNS : Sense(1000)
LED_BUILTIN : Toggle(Bright_index) .)))
MovAvg(5000)

UDP.Send(Broadcast, 2000) //TAG as Slave UDP.Send(Broadcast, 2000) //TAG as Master
UDP.Receive(Broadcast) UDP.Receive(Broadcast)

LED_BUILTIN : HIGH
PHOTO_SNS : Sense(1000) o
MowAvg(5000) ’)

H#ESP32
TAG:Slave

LED_BUILTIN : LOW
PHOTO SNS : Sense(1000)
MovAvg(5000)
UDP.Send(Broadcast, 2000)
UDP.Receive(Broadcast)

) ;

UDP:Broadcast Mode
UDP.Receive(Broadcast)

NO

YES
Join Swarm

YES

[#Rpl
id, bright_val)

5] << 8)|m
SP1).LED = LED_R
SP2).LED = LED_G
[f{(ESP==ESP3):LED = LED_Y

[€]

LED : blink_rgy_led(Bright_Index)

o oo o o o o o o -

[#Rpi Sytem Stop

LED R :LOW
LED_G:LOW
LED Y :LOW
LED_W: HIGH
Delay(3000)

c’)
UDP:SendRESET SWARM_PACKET ()

LED_W: LOW

e —



#State Machine

RPi

| PWR UP

WiFi Connect
UDP BroadCast

ESP32

hitial State

WiFi Connnect()
UDP BroadCast

PWR UP

nitial State

@&

UDP Send(Packet)
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UDP Send
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PhotoSensing()
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m; as SLAVE /\
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TAG as MASTER
l" PhotoSensingl) |
| UDP.Send(Packet)

Judge Received Packe
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LED u:m/ RESET_SWARM

LED HIGH




V01 CHENG-CHIH LEE

#Protocols

During my development, UDP broadcasting is configured. That means all devices
in the network should be able to receive all packets sent. No IP is hardcoded in
any device. Port is set as 1996.
Laptop : IP ----, Port 1996
RPi : IP ----, Port 1996
ESP32 : IP ----, Port 1996

Byte Field Value Description
Start-of-frame marker. Helps receivers validate the
0 |OxFO Constant
packet type.
1 |LIGHT_UPDATE_PACKET (=0) |0 Packet type ID — distinguishes from reset, blink, etc.
Node ID — the last octet of its IP (unique in local subnet).
2 |locallP[3] e.g., 123
Used as swarm identifier.
3 |masterState Oor1 Role flag: 1 = master, 0 = slave.
4 |VERSIONNUMBER e.g., 28 Firmware version for compatibility tracking.
Clear (luminance) 16-bit reading from the photocell
5-6 |clearColor (high, low) sensor value
(moving average).
Placeholder for red channel intensity. (Unused here
7-8 |[redColor (high, low) Not used
since no color sensor.)
9-10 |greenColor (high, low) Not used Placeholder for green.
11-12 |blueColor (high, low) Not used Placeholder for blue.
13 |OxOF OxOF End-of-frame marker (symmetrical with start marker).
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Part 1-1 Raspberry Pi WiFi setup and packet delivery

Files: talk_v03.py, UDP_v03.py, state_machine_v03.py, LightSwarm.py

In this project, the LightSwarm functionality is modified/integrated into the
previous “we_need_to_talk” project. talk_v03 works as the main file, initializing
some threads. UDP_v03 works as the UDP rx/tx library module. The state machine
module is modified to keep only two states, including operation and reset Swarm.
And the RPi is connected to my personal hotspot named IPhoneKL. WiFi related
functionalities are developed in the “UDP_ v03.py” module.

#WIiFi Setup and UDP
For the UDP setup, it’s set to broadcast mode, thus sending to 255.255.255.255.
portis 1996.

E state_machine_v03.py Eta\k,v(}:\ py o = upp_vozpy H E LightSwarm.py ‘
1 #Kevin Lee 10/11/2025
#v03 Kevin Lee 11/03/2025 Modified for LightSwarm Project
import socket
print ("4 BEpEuaa e FEEEEEE™)
print ("Lt rrrrrrrnd Ll A
print ("##4 FEEEEEEE™)

input ("Enter Listening IP or Enter to default 0.0.0.0: ") or "0.0.0.0"

8386
0 UDP IP = input ("Enter Laptop IP or Enter to default 172.20.10.4: ") or "1
UDP_PORT 823
_UDP_IP = input ("Enter ESP32 TP or Enter t« lefault 172.20.10.2: ") r-"172
#F.S}"52‘7'.”'\?‘7“;}-\‘ﬁ = 1996
UDP_IP ="
UDP PORT = 199¢

sock = socket.socket (socket.AF_INET, socket.SOCK_DGRAM)
sock.setsockopt (socket.SOL SOCKET, socket.SO BROADCAST, 1) # 7 allow broadcast
sock.bind((UDP_IP, UDP_PORT))

In the main file (talk_ v03.py), | put UDP_Receive() and processPacket() to thread
to make sure it keeps listening.

E state_machine_v03.py =] talk_v03.py E3 |E UDP_v03.py E LightSwarm.py ‘

1 in Lee 10/11/2025
#v03 Kevin Lee 11/03/2025 Modified for LightSwarm Project
import time
import threading
import UDP_v03 as UDP
import state machine v03 as STATE
import LightSwarm as LS

if  name =='

STATE.gpio setup()

receiver_thread = threading.Thread(target=UDP.UDP_Receive, daemon=True)
receiver thread.start()# Put UDP listening to thread to ensuring listening
processPacket thread = threading.Thread(target=LS.processPacket, daemon=True)
processPacket thread.start()

print ("HEEEEETS 1 FEERE AR R FEE R EERERAEEREEE™
print ("5 ! 1 i y 11y
print (" I i | | 4 )
try:
while True:
time.sleep(0.5) # keep main thread alive
—] except KeyboardInterrupt:
print (" i ]

10
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This UDP module also works as a layer for state_machine and LightSwarm to
exchange the LSCommand. The set functionset LSCommand(cmd) is for writing
to this layer; get functions are for accessing values.

def T Je ()3
#for getting the received UDP messag¢
return message 1
def V § ent.()
#for getting the UDP message incoming status
return new msg cnt
def getl It () ¢
global LScmd
return LScmd
def tL I (cmd) :
global LScmd
LScmd = cmd

For UDP sending, | developed UDP_Send() method to send messages to both my
laptop and ESP32 for the beta version. This method will later be called by the
state_maching module.

For UDP receiving, | developed UDP_Receive() method to receive messages.
Now RPi is listening to all UDPs with this method put to thread. Upon receiving
UPDs, it also updated the new_msg_cnt for checking message incoming status.

E state_machine_v03.py E talk_v03.py k3 |7'J UDP_v03.py |E LightSwarm.py &3 ‘
19
message_r = "",
new_msg_cnt =
LScmd = ""
1 def Ul

send (message) :

1dCast  UDP

#Br
sock.sendto (message, (UDP_IP, UDP_PORT))#.encode ()
print (f" :"{message}' UDP_IP}:{UDP_PORT}")
def UDP I () :
global message r
global new msg cnt
while True:
data, addr = sock.recvfrom(1024)
message r = (data, addr) #store tuple- (bytes, -address)
new_msg_cnt += 1
fprint (f"Received {len(data)} bytes from {addr}: {list(data)}"™)
def get m ige r():
#for getting the received UDP message
return message_ I
def get new ms nt{):
$for getting the UDP message incoming status

return new msg cnt

def getL mmand () :
global LScmd
return LScmd

global LScmd
] | LScmd = cmd

Hdef = sCcommand (cmd) :

11
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Part 1-2 Rpi reacts to received packets

#State Machine

In the State machine, 4 state transitions are developed. The button_callback() is
attached to external push button input interrupt for triggering state change.

E state_machine_v03.py Ed WE talk_v03.py kd E UDP_v03.py kd E LightSwarm.py kd

28
29
30
31
32
33
34
S5
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

=1

blink stop
blink rgy stop
photosns_stop

def

—def

threading.Event () #for stop-led blink
threading.Event () #for stop led rgy blink
threading.Event () #for stop photo sense

button callback(channel):
state machine ()

state machine():
global sys state

if sys state == 0: #from init to operation
m operation()

elif sys state == 1: - #from norm to down
photosns stop.set()
blink rgy stop.set()
m pwr dwn() #to pwr down
sys_state = 0 #put back to initial stat

elif sys state == 2: #from err
# Stop blinking
blink stop.set()
sys state = 0

12



V01 CHENG-CHIH LEE

#0Operation Mode m_operation()

This state is triggered when status flag sys_state == 0 and the button is pressed.
The sys_state is then set to 1 indicating it’s in operation mode. The phototsensing
and RGY led indicating tasks will be put to threading.

= state_machine_v03.py Ed }E talk_v03.py L E UDP_v03.py & E LightSwarm.py & I

129 —def m operation():

130 global sys state

131 global message r

132 err =0

133

134 sys state =1

135 GPIO.output (led w, GPIO.HIGH)

136 print ("H4HEEEEFFFESFEELL"T)

137 print ("In operation -mode™)

138 print ("H4HEEEEFFFESFEELL"T)

139

140 photosns stop.clear() #clear the stop event
141 photosns thread = threading.Thread(target=photo sns, daemon=True)
142 photosns thread.start()

143

144 blink rgy stop.clear() #clear the stop event
145 blink RGY thread = threading.Thread(target=blink rgy led, daemon=True)
146 blinkﬁRGYithread.start()

147

148

149 L time.sleep(l)

13
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#Photocell value process photo _sns()

When photo_sns() is put to thread, with sys_state==1 and the thread is not
stopped. This method checks if the packet is from a master device or not, clear
led indicator thread stop flag and it also shuts down leds accordingly.

E state_machine_v03.py E3 E talk vO3.py &3 E UDP_v03.py td E LightSwarm.py ..Jl
57 def photo sns():
global new msg_cnt
global pre msg_cnt
6 global led ind
61 global bright value

value = 0

J print ("#dfEFHFFEEFAAFHE")
64 print("In phot I now")
65 print (" #4444 E 444 HHEEE")
67 H while sys state==1 and not photosns stop.is set():
6 pre msg_cnt = new _msg_cnt
69 device_id, isMaster, value = LS.getLSMasterBright()
/ #print ("photo sns Receiving Packet. device id, isMaster, value

/1 new_msg_cnt =_UDP.qet_new_msg_cnt()

if (isMaster):
/4 blink rgy stop.clear()
/ bright value = value
/ € print("bright value ",bright_value, ", valu ", value)
if device _id is 0:
led ind = led g
#print ("LED-indicator-is:", -led g, - "\n')
80 GPIO.output(led_r, GPIO.LOW)
1 t GPIO.output(led y, GPIO.LOW)
- elif device id is 1:
led ind = led y
34 #print ("LED indicator is:", led vy, "\n')
3 GPIO.output(led r, GPIO.LOW)
5 ¢ i GPIO.output(led_g, GPIO.LOW)
37 elif device_ id is 2:
led ind = led r
) #print ("LED-indicator-is:", -led r, - '\n')
) GPIO.output(led y, GPIO.LOW)
91 ! GPIO.output (led g, GPIO.LOW)

time.sleep(0.5)

14
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#Power Down mode m_pwr_dwn()

Works as reset Swarm task

During normal operation, when the external button is pressed, the state machine
will generate the photo_sns() and blink_rgy_stop() thread stopping event and sent
UDP.setLSCommand("RESETSWARM").

E,I state_machine_v03.py E ‘E talk_v03.py kd E UDP_v03.py kd E LightSwarm.py
152 Hdef m_pwr dwn() :

153 global sys state

154 sys state = 3

155

156 UDP.setLSCommand ("RESETSWARM") #setting LS cmd to UDP layer
157 print ("HHFHFEEEFEEFEFAEAET)
158 print ("Reset Swarm")

159 print ("HHEEFHFHREAHFEEEAET)
160 GPIO.output (led r, GPIO.HIGH)
161 GPIO.output(led y, GPIO.HIGH)
162 GPIO.output (led g, GPIO.HIGH)
163 GPIO.output (led w, GPIO.HIGH)
164 time.sleep(0.5)

165 GPIO.output (led r, GPIO.LOW)
166 time.sleep(0.5)

167 GPIO.output (led vy, GPIO.LOW)
168 time.sleep(0.5)

169 GPIO.output (led g, GPIO.LOW)
170 time.sleep(1.5)

171 - GPIO.output (led w, GPIO.LOW)
172 #Enter pwr dwn procedure

The operation method will then put RPi back to initial state to wait for the button

pressed to join the Swarm again.

15
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Part 2-1 ESP WiFi setup and packet delivery

ESP is connected to my hotspot. Itis also developed to UDP broadcasting.

LightSwarm.ino

ssid[] = "iPhoneKL";
pass[] = 5

localPort = 1996; : 0
IPAddress serverAddress = IPAddress(255, 255, 255, 255);

al.print("Connecting to ");
ntln(ssid);
gin(ssid, pass);

while (WiFi.status() != WL_CONNECTED) {
(500);
erial.print(".");
println(™");
println("WiFi connected");
intln("IP add 38
rintln(WiFi. 0);

rial.println(”Starting UDP");

ud in(localPort);

Swarm data array is initialized here.

ij
(i = @; i < SWARMSIZE; i++)

mySwarmID] = 0;
amp[mySwarmID] = 1;
ar [mySwarmID];
n[mySwarmID] = VERSIONNUMBER;
e[mySwarmID] = masterState;
t("clearColor =");
Serial.println(clearColor);

callP = W locallP();
[e] = 1localIP[3];

mySwarmID = ©;
Serial.print("MySwarmID=");
Serial.println(mySwarmID);

16
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#Tasks

After WiFi connection, six tasks are created. UDP receiving Task for UDP receiving,
Task_PhotoSns for Photocell sensing, Task_UDP_Send for sending UDP packet. Task_Swarm for
Swarm logic implementation. Task_LED_Blink for controlling Built-In led blinking behavior.

Task_Monitor for checking stack watermark.

Crea X();

e(Task_PhotoSns, “Task_PhotoSns", 4096, NULL, 1, &xHandle_Task_PhotoSns, 1);
(Task_UDP_Receive, "Task UDP_Rec 096, NULL, 2, &xHandle_Task_UDP_Receive, 1);

(Task_UDP_Send, "Task_UDP_Send £ 5, NULL, 1, &xHandle_Task_UDP_Send, 1);
(Task_Swarm, “Task ‘m", 4 ULL, 1, &xHandle_Task_Swarm, 1);
(Task_LED_Blink, a _Blink 096, NULL, 1, &xHandle_Task_LED_Blink, 1);
(Task_Monitor, "Task_Monitor", 409 NULL, 1, NULL, 1);

#UDP Receiving UDP_Receive(void)

In the UDP_Receive() function, UDP incoming messages are processed by calling the

Packet_Helper function. There’s a mutex set to protect the incoming packet.

Task_UDP_Receive( pvParameters){

for(;;){
cb = udp.parsePacket();
if (cb) {
udp.read(packetBuffer, PACKET_SIZE);
xSemaphoreTake (swarmMutex, portMAX_DELAY);

Incoming_Packet_Helper(packetBuffer);
xSemaphoreGive (swarmMutex);
}
vTaskDelay(100 / portTICK_PERIOD_MS);
}
}

#UDP Sending UDP_Send(const char* msg)

In the UDP_Send() function, broadcastARandomUpdatePacket() is called and
sendLightUpdatePacket() is called accordingly.

Task _UDP_Send( pvParameters){
for(;;){
vTaskDelay(1);
broadcastARandomUpdatePacket();
vTaskDelay (1000 / portTICK_PERIOD_MS);

broadcastARandomUpdatePacket()

sendToLightSwarm =
randomDelay;
randomDelay 3, MAXDELAY);
);
nt(randomDelay);

("ms )3

(randomDelay / portTICK_PERIOD_MS);

IPAddress 255, 255, , sendToLightSwarm);
sendLigh atePa .etI(sendSwaPmAddr‘essjJ;

17
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Part 2-2 ESP correctly reacts to received packets

#Task Swarm

The Task_Swarm is for checking the main logic for Light Swarm by

checkAndSetlfMaster().

Task Swarm( pvParameters){
for(; )M

checkAndSetI'FMasteri( );
vTaskDelay(500 / portTICK _PERIOD MS);

checkAndSetIfMaster()

i;

howLongAgo;

for (i

{

#ifdef DEB
Serial

Serial.
Serial.
Serial.

Serial

Serial.
Serial.
Serial.

#tendif
Serial

Serial.
Serial.
Serial.

Serial

Serial.
Serial.

; i < SWARMSIZE; i++)

UG

.print("swarmClear[");
print(i);

print("] = ");
print(swarmClear[i]);
.print(" swarmTimeStamp[");
print(i);

print("] = ");
println(swarmTimeStamp[i]);

.print("#");

print(i);

print("/");
print(swarmState[i]);
print("/");
print(swarmVersion[i]);
print(":");

howlLongAgo = millis() - swarmTimeStamp[i]

18
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#Photocell sensing function

The Photo_Sns(void) function is developed to execute sensing with analog reading. A

moving average function MovAvg(uint16_t input, uint16_t *buffer) is used to derive 5 sec
sliding window average.

LightSwarm.ino

ad(PHOTO_SNS_PIN);
val Avg(val, &PHOTO_READINGS[®@]);
data_cnt+=1;
sprintf(photo_sns_buffer, "%d", val);
print("Photo Sns Read=");
print(photo_sns_buffer);
.println(" *);
val;

MovAvg( buffer){
0.0f;

buffer[3];

avg = (buffer[@]+buffer[1l]+buffer[2]+buffer[3]+buffer[4])/5;

return avg;
557 |}
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